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ABSTRACT

With the development of chaos theory, many image encryption algorithmshave been designed using the
properties associated withthechaotic map. The chaotic map shows high sensitivity to initial conditions and the
sequence generated using chaotic map are unpredictable making it a good choice for performing encryption
operation. But, without proper encryption algorithm design, encryption scheme designed based onthechaotic
map can be cryptanalyzed to reveal the plain image. In this paper, an image encryption scheme based on
chaotic tent map is cryptanalyzed using chosen-plaintext. Simulation results are shown where the plain image is
successfully revealed from the cipher image without using the initial key used during encryption.
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I. INTRODUCTION
With the advancement in information

from the cipher data. Various authors have
successfully cryptanalyzedchaos-based encryption

technology, sharing or digital data is just at a tip of
our hand. Data are shared with ease from any
geographic location to another near or distant
location within a very short time. In order to
safeguard the data sent across the insecure network,
data a sent after ciphering them using
cryptographic operation. Lately, one the most
convenient technique used for encryption of image
is chaotic cryptography. The properties associated
withachaoticmap such as sensitive to initial
conditions,  unpredictability and ease of
implementation in both hardware and software
makes chaos-based encryption scheme a suitable
choice  foracryptographic  operation. Various
authors have used chaotic cryptography for image
encryption operation [1-7]. Though chaotic map
shows important properties associated
withcryptography, poor design of encryption
scheme using chaotic map can be cryptanalyses to
compromise the security and reveal the plain data

schemes which were poorly designed [8-11].

In this paper, an image encryption scheme
based on chaotic tent map designed by Chunhu et
al. [12] is cryptanalyzed usingthechosen-plaintext
attack. Section 2 explains the encryption scheme
proposed by Chunhu et al. Cryptanalysis of
Chunhu et al. is given in Section 3. Simulation
results are shown in Section 4. The conclusion is
given in Section 4.

1. CHUNHUET AL. ENCRYPTION
SCHEME

The encryption scheme proposed by
Chunhu et al. uses chaotic tent map to generate a
chaotic sequence. The generated chaotic sequence
is XOR with pixel values obtained from the plain
image to yield the cipher image. Chaotic tent is
given as:

X1 = f (i, 1) @)

flx, ) = {fL(xi,u) = ux;,

Ifx; < 0.5 (2)

frlx;, ) = u(1 — x;), otherwise

Where,

x; € [0,1], for i> 0 and initial parameter x,is used as key.

p: Control parameter. Value ranged from [0, 2].

In Chunhu et al. encryption scheme the precision of
xo and p is taken as 1071 providing a key space
0f2106,

1.1 Chunhu et al. encryption algorithm

1) Import the plain image and get the image
dimension m x n and number of color channel
C.

2) Initialize control parameter p and input secret
encryption keyx,. Iterate chaotic map for N
rounds, where N = m x n x c to get the key
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3)

arrayx,, n = N.Convert x,to byte value by
multiplying with 10'® and taking the floor

value after performing modulo operation with
256.

Perform XOR operation between the pixel values of plain image Pl and the key array x, to get the cipher

image ClI.

Flowchart for encryption algorithm is given in Fig. 1.

Input
secret key

Cl =Pl ®x,

®)

Get Plain-image

Iterate N-times

Encrypted Image

Fig.1 Flowchart for Chunhu et al. encryption algorithm[1]

1.2 Chunhu et al. decryption algorithm

1)

2)

Import the cipher image Cland get the image
dimension m x n and number of color channel
C.

Initialize control parameter 1 and input secret
decryption keyx, same as the one used during
encryption. Iterate chaotic map for N rounds,
where N =m x n x ¢ to get the key arrayx,,, n

Flowchart for decryption algorithm is given in Fig. 2.

3)

PI=CI®x,

= N.Convert x,to byte value by multiplying
with 10 and taking the floor value after
performing modulo operation with 256.
Perform XOR operation between the pixel
values of cipher image CI and the key array x,
to get the plain image PI.

(4)
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Input
secret key ’\.

Get Encrypted -image  ——

Initial
N, U, (1)

Iterate N-times

he |

| Plain (Original) iImage

Fig.2 Flowchart for Chunhu et al. decryption algorithm[1]

11l. CRYPTANALYSIS OF CHUNHUEL
AL.ENCRYPTION SCHEME
Cryptanalysis of Chunhu’s et al.
encryption scheme is performed usingthechosen-
plaintext attack. According to Kerckhoffs's
principle [13], the encryption system is known to
all. The security of the encryption system lies with
the key or keys used. Inachosen-plaintext attack,
the attacker can somehow get a copy of cipher text
for a plaintext of his choice. In the cryptanalysis
performed in this paper, an image of attacker’s
choice is given as input and the corresponding
cipher image is obtained. Suppose the attacker use
a totally black image with pixel values as all 0
(zero). On performing XOR operation between the
secret array x, and pixel values 0(zero), the
resulting cipher image pixel values will consist of
the secret arrayx,. Though the attacker has no
information of the initial key used, the values
obtained after chosen-plaintext attack can be used
to reveal other plain images from cipher images
generated using Chunhu et al.encryption scheme by
performing XOR operation withx,, .

3.1 Steps for cryptanalysis

1) Take an image with pixel values as all 0(zero).

2) Get the corresponding cipher image using
chosen-plaintext attack and collect the pixel
valuesx,, .

3) Get a cipher image CI encrypted using Chunhu
et al. encryption scheme.

4) Perform XOR operation between Cl and x,
obtained in Step 2 to reveal the corresponding
plain image from cipher image obtained in
Step 3.

V. SIMULATION

The simulation was performed on a core
i7 2.20 GHz laptop using Mathematica version 10.
The sample images are obtained from a freely
available database [14]. The simulation was
performed with multiple images. Few of them are
shown in this paper. Let
i = 1.8044701871607653 and X =
0.0484348873272233 be the keys used to
encrypt two plain images as shown in Figs. 1a, 1b
and 1c of which Fig la is known to the attacker.
Figs 1d, le and 1f are the corresponding cipher
images generated using Chunhu et al. encryption
scheme for Figs 1a, 1b and 1c respectively.

WWW.ijpera.com 20Page



L. Dolendro Singh . Int. Journal of Precious Engineering Research and Application

Wwww.ijpera.com

ISSN : 5456-2734, Vol. 1, Issue 2, Sep.2016, pp.18-22

—

Figure 1. (a) Attacker chosen plain image (b) Plain image Lena (c) Plain image lake (c) Cipher image
attacker chosen plain image (d) Cipher Lena (e) Cipher image lake

The pixels value in Fig. 1(a) is exactly the same as secret arrayx, . Once the secret arrayx,, is obtained,
cipher images are given as input and cryptanalyzed to get their corresponding plain images. The cipher image
given in Fig 1(e) and 1(f) arecryptanalyzed to reveal the corresponding plain images using the following
operations. The pixel values of the cipher image in 1(d) and 1(f) and secret arrayx,obtained from chosen-
plaintext attack is operated with XOR operation. The resulting matrix value is represented as an image and shown
in Fig. 2(a) and 2(b) respectively. From fig 2(a) and 2(b), we can see that the exact plain image can be revealed.

Fig. 2. (a) Successfully cryptanalyzed Lena image (b) Successfully cryptanalyzed Lake image.

V. CONCLUSION
The paper successfully cryptanalyze the
encryption scheme proposed by Chunhu et al.using
thechosen-plaintext attack. Simulation results show
that the exact plain image can be successfully
revealed without using the initial secret key. The
necessity fortheinitial secret key is compromised

through achosen-plaintext attack from which the
secret array key is obtained which can be used to
cryptanalyze cipher images encrypted using
Chunhu et al. encryption scheme.
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